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FOREWORD

Twenty-first-century communication technologies offer many opportunities
for economic growth and social development but present also many chal-
lenges and threats to democratic nations like Canada. Among those threats,
Internet-powered disinformation is a potent one that is becoming increas-
ingly worrisome. Individual reputations can be ruined rapidly, discord and
manipulation among various groups can be easily planted, and institutions
like the Canadian Armed Forces (CAF) and the Government of Canada are
certainly not immune to the destabilizing effect of lies, exaggerations, and
twisted truths conveyed through communication technologies by organized
malign actors.

Our troops deployed in support of building a peaceful and democratic
world in countries such as Latvia, Ukraine, or Mali have faced various forms
of disinformation campaigns. Domestically, the COVID-19 pandemic has
shown how much we need to be ever vigilant against foreign and internal
actors seeking to undermine our democratic foundations. This is indeed a
very real challenge.

The CAF has been proactive in developing strategies and action plans to
contain and protect Canada against disinformation. Yet, this is a dynamic
phenomenon fuelled by ongoing technological and social change, and it re-
quires constant update to our knowledge and approaches to remain effective
in dealing with such threats. It is in this context that this timely book intro-
duces an in-depth discussion on whether dissuasion would be an effective
policy to fight back. This book brings together many experts from Canada
and abroad to provide answers to central questions useful for future policy
formulations and implementation, military doctrines, and procedures.

A range of important questions are addressed here, such as whether the
fight against disinformation should follow the more classical approach of
using both deterrence by denial and punishment; how lessons from nucle-
ar deterrence can be distilled and applied to today’s challenges; how well is
Canada prepared in dealing with the new disinformation strategies emerging



from anti-democratic adversaries; what can be learned from other democ-
racies; what kind of existing and emerging approaches show promises; and
many more.

Disinformation presents a complex and dynamic challenge that will be
with us for quite some time. Well-informed policies and military doctrines
regarding the information environment are needed more than ever. The ideas,
knowledge, and recommendations found in this book represent a strong step
in the right direction. Hence, I recommend to anyone interested in combat-
ting disinformation, either in uniform or not, to read this book and push ever
further our collective efforts to defeat disinformation.

VICE-ADMIRAL B. AUCHTERLONIE
Commander, Canadian Joint Operations Command
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PREFACE

The last few years have seen an incredible increase in the proliferation of false
or deceptive information through the information environment—especially
through the communication channels provided by social media platforms.
While not all false information is promulgated with malicious intent, state
and non-state adversaries are actively exploiting the information environ-
ment to engage Canada’s military, government, public, and institutions to
influence their will, attitudes, and behaviours. Several key factors have con-
tributed to the increased importance of the information environment as an
“area of operations” for our adversaries. First, engaging with target audiences
is made easy when the cyber domain is leveraged to spread false information.
Not only is adversaries’ reach enhanced by the high level of connectedness
Western democracies have to the cyber domain, the generation and sharing of
deceptive content can be done quickly and cheaply thanks to algorithms de-
signed to create disinformation intended for online distribution (i.e., “bots”).
Second, Canada and its closest allies are democracies that value and promote
free speech—a quality that reduces the extent to which access to information
within the cyber domain will be put under the control of governments in an
effort to reduce exposures to disinformation or even hateful content. The way
we use and treat the technologies designed to connect with others not only
makes us vulnerable to adversary actions, it has served as an enabler for ad-
versaries and made their operations in the information environment almost
inevitable.

This book is about gathering the information Canada needs to begin the
development of a framework for devising methods that discourage adver-
saries’ engagement with Canada’s institutions and its public. In our view, to
successfully deter an actor from engaging us in the information domain, we
must have adequate awareness and control of the information environment
so that we can shape adversaries’ understanding of Canada’s readiness and
capability to defend itself against psychological and social attempts to ma-
nipulate its various institutions.

xi



The first step in creating this book was to hold group sessions in which
the critical knowledge gaps were identified in our understanding of the factors
that must be considered to discourage adversary attacks in the information
environment. The gaps were translated into key issues to be addressed by the
chapters. In the next step, we reached out to internationally respected experts
across multiple fields to provide us with their perspectives on one or more of
the key issues. The editorial team spent long hours over the past year poring
over (and chasing after) proposals and manuscripts to create this book. We
anticipate that it will have been worth the effort, and that this will serve as
an important reference to inform the development and validation of methods
and techniques to mitigate the impact of attacks in the cyber domain.

PETER KWANTES, PHD

Chief Scientist, Defence and Research and Development Canada,
Toronto Research Centre
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